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Model guidance for councils: elected
members’ use of social media

This guidance is designed to support councils in providing clear
and proportionate advice to members working alongside their
communications and democratic services teams, on using social
media safely, effectively and responsibly.

Background

Although many authorities have established social media protocols for
staff, some lack the equivalent for elected members. This guidance is
designed to support councils in providing clear and proportionate advice
to members working alongside their communications and democratic
services teams, on using social media safely, effectively and
responsibly. The aim is to maximise positive engagement opportunities
while minimising the risk of legal issues and reputational damage to
both individual councillors and the council.

An LGA survey (https://lwww.local.gov.uk/about/news/more-half-cou
ncillors-report-being-victims-misinformation-while-rates-abuse-an
d-threats) revealed that 11 per cent of councillors had their private
information exposed, while 64 per cent reported experiencing online
abuse. This highlights the importance of the council working closely with
its councillors to enhance their safety and strengthen their ability to
manage challenging online situations.

This guidance is not intended as a guide on how to use social media in
general. Rather it provides a model template which councils can use
and adapt to local requirements to help members in using social media
safely and appropriately. Separate guidance on using social media
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for councillors (https://lwww.local.gov.uk/our-support/communicati
ons-and-community-engagement/social-media-guidance-councillo
rs) is available through the LGA Civility in Public Life Hub and
Communications Hub.

Local adoption and application

Councils may choose to adopt this guidance in different ways, including:

« as informal guidance for members

 as a locally adopted policy

« as a protocol incorporated into the council’s constitution and linked
to the Members’ Code of Conduct

The way in which this guidance is adopted locally will determine
whether and how it is enforceable. Where adopted formally, councils

should ensure clarity about its status, scope and relationship with the
Code of Conduct.

Model guidance

Purpose and scope

This guidance is for all elected members when using social media in
their capacity as councillors. This includes circumstances where a
councillor is acting or is reasonably perceived by the public to be acting,
in their role as an elected member of the council.

This guidance is intended to assist members in using an important
communications channel (social media) in a way that supports local
democracy, the council’s delivery of key services and public confidence
in local government.

Relationship with the Members’ Code of Conduct

This guidance sits alongside the council’'s Members’ Code of Conduct.
Where this guidance is adopted locally, a failure to follow it may,
depending on the circumstances, amount to a breach of the Code of
Conduct. Where it is not adopted, it remains advisory only.
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[Link/quote/reference to your authority’s Members’ Code of
Conduct here.]

Use of language in this guidance

Where this guidance uses words such as “should” or “avoid”, these
indicate recommended practice. Where legal duties apply, this is made
explicit. Councillors remain personally responsible for complying with
the law at all times.

Safety

This section outlines recommended steps councillors can take to protect
themselves and others when using social media.

Setting up your accounts securely:

« Use strong, unique passwords for each social media account.
 Avoid using your councillor or council email address to log in, as

these may be publicly available.
« Enable two-factor authentication (2FA) on all platforms — this adds

an extra layer of protection by asking for a code sent to your phone
or email when you log in.

« Regularly review your security settings and update passwords if
you suspect your account may have been compromised.

Protecting_your privacy.

Maintain a clear boundary between your personal life and your public
role.

« Review privacy and tagging settings on all platforms

« Avoid posting personal information such as your home address,
phone number, date of birth or details about your family.

« Be mindful that friends, family and neighbours may not wish to
have their information shared
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« Where possible, avoid sharing information which may suggest that
your home is currently unoccupied.

Staying_alert

« Be alert to phishing* messages, suspicious links and fake
accounts.

« Report any abusive, threatening or inappropriate behaviour to the
social media platform and, where appropriate, to your council or
the police.

« If you are concerned about your safety or receive repeated
harassment, speak to the monitoring officer, community safety
team or the police

« ltis far safer to report concerns early, even if you are unsure
whether they are serious.

« The Government has collection of security guidance for
candidates (https://www.gov.uk/government/collections/candi
date-security-guidance-collection) which may also be useful.

*(a fraudulent communication, such as an email or text, designed to
trick you into revealing sensitive information like passwords, credit card
numbers, or other personal details).

Legal considerations

Councillors are personally responsible for what they post online. The
same legal standards apply online as offline. Social media posts are
subject to a high level of public scrutiny due to their accessibility and
permanence.

Defamation and libel

Defamation includes libel, which is defamation in written or published
form, including online. A person who publishes an untrue statement that
damages another’s reputation may be liable in defamation. Both
individuals and organisations may bring claims.
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Repeating a defamatory statement may also give rise to liability. This
can include sharing content and, in some circumstances, other forms of
online engagement where this amounts to republication.

Copyright

Placing images or text from a copyrighted source (for example, extracts
from a publication or photographs) without permission may infringe
copyright law. Members should ensure they have appropriate rights
before sharing content created by others.

Data protection

Councillors should not publish personal data about individuals without a
lawful basis to do so. Personal information obtained through
correspondence or private exchanges should not be shared publicly
unless there is clear consent or another lawful basis.

Bias and predetermination

Where councillors are involved in planning, licensing or other quasi-
judicial decisions, they should avoid social media activity that could give
the impression that they have made up their mind in advance.

Expressing a preliminary view is not unlawful in itself. However,
councillors must be able to demonstrate that they approached the
formal decision-making process with an open mind and were genuinely
prepared to consider all relevant evidence.

Code of conduct

Online activity may fall within the scope of the Members’ Code of
Conduct. Even where a councillor intends to act in a personal capacity,
the public may perceive them as acting as a councillor. Where in doubt,
members should seek advice from their monitoring officer before
posting.

Contempt of court

Councillors, like all members of the public, must take care not to publish
material that could interfere with active legal proceedings. Once
proceedings are active, publishing content that creates a substantial risk
of serious prejudice may amount to contempt of court.
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Members should avoid sharing content that assumes guilt, identifies
individuals where identification is an issue, or could influence jurors or
witnesses. Particular care is required in relation to victims, children and
vulnerable groups.

Reputational considerations

Councillors are visible representatives of their communities and their
councils. Social media activity can directly affect public trust and
confidence.

Members are encouraged to engage constructively, maintain a
professional tone and avoid posting in anger or responding to
provocation. Blocking or reporting persistently abusive individuals can
be appropriate and proportionate.

Members should remember that deleted posts may still be captured and
shared elsewhere.

In summary:

« Think before posting

« Do not rely on disclaimers such as “All views are my own”

« Only post information you would be comfortable saying in a public
meeting or seeing reported in the local press.

« Avoid sharing unverified information or speculation.

If in doubt, members should refer to their council’s Members’ Code of
Conduct or seek advice from relevant officers.

External guidance and support

The LGA provides a range of resources to support councillors and
councils, including guidance on the pre-election period, disinformation,
online communications and civility in public life.

« Pre-election period (https://www.local.gov.uk/our-support/com
munications-and-community-engagement/pre-election-period/
code-recommended-practice)

« Guidance on disinformation for councillors (https://www.local.
gov.uk/our-support/communications-and-community-engage
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ment/guide-disinformation-local-councillors)

« Online communications for councillors (https://www.local.gov.
uk/our-support/guidance-and-resources/civility-public-life-res
ources-councillors/handling-abuse-and-0)

The LGA also offers social media training for councillors. If you are
interested in this offer, please let your communications and/or
democratic services teams know, who can then reach out to
commsnet@local.gov.uk (mailto:commsnet@local.gov.uk). Wider
communications guidance can be found on the LGA's Comms Hub (htt
ps://lwww.local.gov.uk/our-support/comms-hub-communications-s
upport). As a councillor, you can also get directly in touch with your
political group office (https://www.local.gov.uk/about/our-meetings
-and-leadership/political-composition/political-groups) at the LGA.

Disclaimer

This guidance is provided for general information only and does not
constitute legal advice. Councils and councillors should seek their own
legal advice where appropriate, including before adopting this guidance
locally.
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